
Macro Programming through Bayesian Networks:
Distributed Inference and Anomaly Detection

Marco Mamei
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Abstract

Macro programming a distributed system, such as a sen-
sor network, is the ability to specify application tasks at
a global level while relying on compiler-like software to
translate the global tasks into the individual component ac-
tivities. Bayesian networks can be regarded as a powerful
tool for macro programming a distributed system in a vari-
ety of data analysis applications. In this paper we present
our architecture to program a sensor network by means of
Bayesian networks. We also present some applications de-
veloped on a microphone-sensor network, that demonstrate
calibration, classification and anomaly detection.

1 Introduction

Future pervasive computing scenarios comprise a huge
number of heterogeneous devices interacting with each
other to achieve complex distributed applications. Sensor
networks and networks of handheld computers could be em-
ployed in a variety of applications including environmental
monitoring [7], navigation, and human interaction [8].

A key challenge is to provide powerful programming
models to facilitate the development of applications in such
dynamic and heterogeneous environments. The main con-
ceptual difficulty is that we have direct control only on the
individual components local activities, while the application
task is often expressed at the global scale [11].

One promising research initiative in this direction is
macro programming [2, 4, 5]. The idea is to be able to spec-
ify global application tasks to be achieved and leaving to a
compiler or a distributed middleware the task of mapping
these global tasks into individual components activities. To
build these languages there are two fundamental challenges:

1. Devising a global language suitable for expressing
tasks in a given class of applications.

2. Devising a set of distributed algorithms to map the lan-
guage into the individual component activities.

In this paper we illustrate the role of Bayesian networks
in this direction:

1. The graphical model used to create Bayesian networks
can be used to represent a number of distributed appli-
cations from a high level perspective.

2. Inference mechanisms are easy to implement even on
sensor boards and can map high-level Bayesian models
into low level computations.

This approach is valuable in that it allows to apply macro
programming to data analysis and inference tasks. In fact,
a limitation of currently proposed macro programming ap-
proaches [2] is that they mainly focus on spatial issues only,
e.g., how to let the components assume a specified spatial
shape, how to select components in a spatial region. How-
ever, the concept of macro programming could be applied
also to other kind of tasks. For example, in the next sections
we will present how some applications based on distributed
sensor fusion and not on spatial concepts only (e.g., dis-
tributed calibration, classification and anomaly detection)
can be addressed in terms of Bayesian networks.

2 Bayesian Networks as a Global Program-
ming Language

Bayesian networks are probabilistic graphical models.
Specifically, a Bayesian network is a directed acyclic graph
of nodes representing random variables, and edges repre-
senting dependence relations among the variables. Gener-
ally speaking we can regard an arc from a node A to a node
B as indicating that A “causes” B (see Fig. 1). Bayesian net-
works provide a coherent framework for modeling a wide
variety of knowledge [10].

The basic operation we can do with a Bayesian network
is inference. Given the observation that some of the nodes
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Figure 1. Simple Bayesian network, the actual
sound probabilistically determines the mea-
sured sound.

are in a certain state, by relying on dependence relations,
it is possible to compute the probability distributions of the
other nodes. Several algorithms exist for performing infer-
ence both in centralized and distributed settings [1, 9, 10].
Inference allows one to perform three types of analyses:

1. Prediction. Compute the probability distribution of
some nodes given the distribution of their parents. In
other words, this is inference from “causes” to “ef-
fects”. Considering the simple example in Fig. 1, pre-
diction allows to answer the question: Given that now
the sound is high, how is it going to change in the fu-
ture? Looking at the figure, we can trivially predict
that the sound will stay high with 0.9 probability.

2. Diagnosis. Compute the probability distribution of
some nodes given the distribution of their children.
This is inference from “effects” to “causes”. Consid-
ering Fig. 1 example, this is answering: Having mea-
sured that the sound is high, what are the chances it is
actually high? Using Bayes formula, it is 0.63.

3. Anomaly detection. A byproduct of the inference op-
eration is the likelihood value, that is a measure of how
well the observations being made fit the Bayesian net-
work model. Anomalies and rare events can be de-
tected on the basis of this value: the more the likeli-
hood is low, the more the observation is anomalous -
i.e., the observation does not fit the model.

These three operations form the core of many applica-
tions in several different pervasive computing scenarios.
For example, the core task in almost all the context-aware
computing applications is to understand high-level context
information from low-level sensor readings [8]. A Bayesian
network is a natural tool to perform such operations: it
can be used to infer context situations from sensor mea-
surements and predict context dynamics. For example, a

Bayesian network relating high-level activities with sound
measurements (e.g., driving the car “causes” car sound) can
be used the other way to infer what the user is doing.

Another example is using a Bayesian Network to model
the environment sensed by a sensor network. One could
diagnose the overall environment condition and make pre-
diction about future evolutions [3, 7]. For example, a
microphone-sensor network could feed a Bayesian network
with recorded sounds to track the location of the sound
source – the location of a sound source “causes” a specific
sound volume at sensors’ location. This can be used the
other way to infer where the source is located.

A key feature is that these applications can be specified
easily at a global level. A global problem, e.g. understand-
ing the pattern of sound in an area, can be represented nat-
urally by a graphical model (see Fig. 2 top left). Our ap-
proach is to define global tasks by specifying a Bayesian
network in which the probability distribution associated to
some of the nodes can be based on values coming from re-
mote sensors. Once this specification has been made, there
are several algorithms that allow one to distribute the in-
ference computation in an efficient way [1, 3, 7, 9]. In a
sensor network scenario, each sensor computes the distri-
bution of nodes in its Bayesian network and communicates
that information to its neighbors (in the Bayesian network
topology) to allow them to compute their distributions in
turn1. This translation from global graphical representation
to node computation can be automated (see Fig. 2 bottom).

2.1 Related Work

Recently, Bayesian networks have been fruitfully applied
to several pervasive computing and sensor network appli-
cations. These applications provide good examples on the
kind of tasks that can be achieved using Bayesian networks
as modeling tools.

In [8] Bayesian networks are used to learn and infer
transportation routines of a user provided with a GPS-
enriched PDA. A Bayesian network running on a server, is
constantly fed with the users’ GPS traces. The server can
then infer where the user is probably heading, which bus he
has to ride and where he has to get off. The results are sent
back to the PDA that can alert the user on missing stops,
and unusual deviation from the usual track.

In [7] a distributed Bayesian network is used to calibrate
a temperature sensor network. In this work, the Bayesian
network encodes a model of the environment specifying
how temperature should change in a given area. Compar-

1It is worth noting that in a lot of sensor network applications, the
Bayesian network topology resembles the physical network. This is be-
cause the concepts in the Bayesian network tend to be affected and related
to concepts “hosted” in neighbor sensors (e.g., the sound in one place in
influenced only by sounds nearby).
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Figure 2. Bayesian network as a macro pro-
gramming language

ing their actual temperature readings, the sensors are able
to discover and correct biases in their readings.

Distributed Bayesian networks are used to localize dis-
tributed sensors [3]. The Bayesian network correlates sen-
sors most likely location with the mutual distances between
them. Exploiting this network each sensor is able to infer
its most likely location.

This broad range of applications where Bayesian net-
works have been used motivates our work further.

3 Microphone Network

To test Bayesian networks as a macro programming lan-
guage we performed some experiments on a microphone
sensor network we instrumented in our lab. The current
test-bed consists of wireless PDAs (HP IPAQ RX3700 – that
come with an integrated microphone), and wireless laptops
connected with low-cost microphones. In the experiments,
we played different sounds from a speaker and let the nodes
record and process the acquired sounds online.

We developed a framework in Java to create Bayesian
networks and compute inference. Our framework allows
one to distribute the Bayesian network across different
nodes; using Java class loading capabilities, it is simple to
let the nodes download the Bayesian network model so as
to enable macro programming easily. Inference is based
on particle filtering. The particle filter computation is per-
formed in a distributed way using a mechanisms similar to
the one proposed in [9]. Finally, we also implemented an

EM-learning algorithm to learn in a unsupervised way the
parameters of the Bayesian network2. The ideas underlying
our implementation are based on [8]. Our implementation
can be accessed from http://sourceforge.net/projects/dbn-d.

The current un-optimized, Java-based application run-
ning on the microphone-nodes is able to process signals on-
line at 20-30 Hz (depending on the Bayesian network used
to program the sensors). To meet this constraint, we down-
sampled the sound signal to the rate of 20 Hz. With such an
infrastructure in place, we globally programmed the sensor
network to achieve the applications described below.

3.1 Calibration

A typical problem in sensor network is calibration. Cal-
ibration is the process of forcing a sensor to conform to a
given input/output mapping. In a lot of sensor network sce-
narios, calibration is challenging because of the huge num-
ber of sensors that are often not easily accessible. In these
situations it would be valuable if sensors would be able to
analyze the data they are collecting to discover and com-
pensate for their own biases.

The general idea to achieve this autonomous calibration
is to provide each sensor with a function of how the data
it collects should relate to the data collected by other sen-
sors around. For example, if two sensors should read the
same values, but they systematically do not, then it is likely
that they are biased. Sensors can then try to correct that
bias by changing their internal parameters. If all the sen-
sors perform this calibration procedure, they calibrate up to
a constant factor that is then easy to be taken into account.

This calibration procedure can be easily realized by
macro programming the sensor network with the Bayesian
network depicted in Fig. 3. Each sensor runs a Bayesian
network composed of three nodes. The measure (M) is
modeled as a gaussian having a mean that is equal to the
sum of the “real” sound (S) and of a possible bias (B). The
bias (B) is initialized as a gaussian variable with 0 mean.
The bias at time t, B(t) is modeled as a gaussian having a
mean that is equal to B(t-1) and small covariance. This im-
plies that the bias tends to remain constant in time. The
sound (S) is influenced by the sounds collected by the other
microphones around. In our experiments we assumed that
all the microphones should probabilistically perceive the
same sound, since they have been deployed close to each
other in the same room. However any kind of relation be-
tween them could be applied depending on the context (i.e.,
location of microphones). In more detail, S(t) is modeled as
a gaussian having a mean that is equal to the average of S(t-
1) of all neighboring nodes. Taking the average of neigh-

2It is worth emphasizing that learning in Bayesian networks can be see
a special case of diagnosis. We try to diagnose the most likely value of the
parameters that condition the evidences [10]
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Figure 3. Bayesian network for sensor cali-
bration

bor sounds is important to reduce the number of parameters
needed to specify the sound variable.

In a first set of experiments (reported in Fig. 4) sensors
perform calibration in the presence of a constant, but noisy
sound. The figure illustrates the inference result of two sen-
sors (other sensors display similar behavior).

• The square-plot (black) is the sound measured by the
two sensors. The two sensors are biased, the top sen-
sor perceives the sound with an average volume of 5,
the bottom sensor perceives the same sound with an
average volume of 15. The sound was played by an
external speaker, microphones sample sound values at
20Hz and normalize the value in a 0 to 100 scale.

• The triangle-plot (blue) shows the most probable esti-
mate of the bias parameter (please note that the graph
has multiple scales, the right scale refers to the bias).
It is easy to see that the bias of the top sensor tends to
converge to a value near -5.5, while the bottom sensor
converges to a value near 4.5. This means that the two
sensors understand they are biased.

• The circle-plot (red) shows the most probable estimate
of the sound parameter. It is possible to see that the
calibration procedure succeeded and the two sensors
believe that the actual sound is played at an average
volume of 10.5.

• The diamond-plot (light-gray) shows the logarithm of
the likelihood obtained during the inference process
(rightmost scale). This parameter shows how likely
the values perceived are with respect to the model. It
is easy to see that at the beginning of calibration this
value is low. This is because the model prescribes
that the sound at different sensors should be perceived
equal, and it is very unlikely that it is not. When the
sensors calibrate the likelihood increases. This value

Figure 4. Result of calibration between two
sensors for a simple flat signal

is important because it allows the sensors to infer that
the calibration has been completed successfully.

We conducted further experiments, not reported in the
paper, that verified that the same result applies to a time-
varying signal. The fact that calibration works also in pres-
ence of any kind of time-varying signal is important because
we do not want to force a calibration signal in the environ-
ment, but we want the sensors to calibrate autonomously
given the sounds they are naturally perceiving.

It is finally important to remark that in these experiments
the network connectivity was rather reliable (TCP over
WiFi). However this situation may not hold in other
sensors’ scenarios based on different network technologies.
In any cases network glitches do not crash the system, in
that nodes in the Bayesian network can update their distri-
bution by simply disregarding remote information (e.g., a
microphone may just think that the real sound is equal to
the measured one). However, a large number of glitches
(i.e., lost packets) can cause the calibration not to con-
verge to a stable value, because nodes rarely compare their
respective readings, and thus are not able to see their biases.

Anomaly Detection in Space. The experiment in Fig. 5
highlights an important property of Bayesian networks that
allows it to detect anomalies in the sensor readings. Anoma-



lies are events that are unlikely given the model used to pro-
gram the sensor network. In the experiment, we played a
sound (between time 670 and 690) that was audible only by
one sensor (see Fig. 5-top). The triangle-plot (black) rep-
resents a moving average of the likelihood with a sliding
window of 10 samples. In all the experiments, the like-
lihood has been computed by simply multiplying together
the wight of the individual particles as computed by the fil-
tering algorithm [10]. Looking at the plot, it is easy to see
that the sensor can realize that the sound is anomalous be-
cause of the low spike in the likelihood (the low spike is
shifted forward in time from the anomalous sound because
of the sliding window length). On the basis of the likeli-
hood values the sensor computes an online statistical hy-
pothesis test (t-test, H0=[log-likelihood=0], p < 0.01) to
accept the readings as belonging to the model or to refuse
them as anomalous (note that the null-hypothesis H0 is of a
perfect match between the data and the model). Anomalous
interval readings are readily identified and reported in the
plot. In more detail, the system detects an anomaly interval
beginning at the first anomalous reading and ending at the
first next normal reading. With this in mind, it is interesting
to see that this is anomaly detection in space. Sensors do not
have a time-based model of the sound being played (in Fig.
3 there is not an arrow from S(t) to S(t+1)), but they have
a space-based model, they know that sounds should be the
same. Thus, the anomaly can be detected only in relation of
what the spatially distributed sensors are hearing. With this
regard it is interesting to see that also neighbor nodes can
perceive an anomaly (see Fig. 5-bottom). This is because
a sensor that measures a value different from the one being
measured by one of its neighbors does not know whether
the neighbor or the sensor itself is deviating from the usual
pattern3.

3.2 Classification

Another relevant application in sensor network is clas-
sification. Classifying the the data acquired by a sensor
network is fundamental because it allows the network to
communicate to a user a high-level description of what is
happening in the sensed environment. This naturally facil-
itates the use of the acquired data and reduces enormously
the required bandwidth.

To experiment with classification, we programmed each
sensor with the Bayesian network depicted in Fig. 6. The
class node (C) is a discrete random variable having a num-
ber of states equal to the number of classes used to classify
the sounds. The amplitude node (A) is another discrete ran-
dom variable that creates a discrete representation of the
signal to be classified. Finally the sound node (S) is mod-

3Actually, if the network is dense enough, these “false” anomalies do
not arise since an anomalous neighbor value would be averaged out.

Figure 5. Anomaly detection in space

eled as a gaussian node, and represents the measurement
being taken.

All the nodes’ conditional probability distributions are
learned online using the unsupervised EM algorithm [8, 10].
This means that the first samples are used both for learning
and classification, thus at first classification gives largely
incorrect results. Once learning completes the learned pa-
rameters are substituted online to the previous parameters
and classification becomes effective. In our experiments,
the EM algorithm has been applied to a sliding-window ev-
idence buffer composed of the last 30 samples, and it con-
verges on average after 20 iterations. This amounts at about
30 seconds of on-line running conditions.

We want to emphasize that, although we used real hard-
ware to run these experiments, the purpose of this classi-
fication is artificial. We are not trying to solve a specific
application, we simply want to demonstrate that Bayesian
networks, as a programming framework, can deal with this
important application. This is also why we did not try to ex-
tract relevant features from the signal (this would have sim-
plified classification a lot), but we try to classify the signal
as it gets recorded. The result of classification is depicted in
Fig. 7.

• The circle plot (dark gray) represents the sound being
measured by the sensors. The sound was played by
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fication

the speaker that repeatedly played three sounds: a 0-
volume constant sound, a sound that increases from a
volume of 0 to a volume of 30 and then goes back to 0,
and an oscillating sound between 7 and 15 volume.

• The square plot (black) represents the result of the clas-
sification process. It is easy to see that the classifica-
tion works very efficiently. It classifies the 0-volume
sound with class 0, the oscillating sound with class
1, and the increasing sound with class 2. It is worth
noting that, since the classification is unsupervised, it
is not possible to decide a priori which signal will be
classified by which class. However, once classification
is correct, establishing this matching becomes trivial.

• The triangle plot (light gray) is the likelihood of the
classification. It is actually a measure of how confident
the sensor is about its classification judgment. It is in-
teresting to notice that every time the class changes,
the likelihood fall down sharply. The reason for this is
twofold. On the one hand, when only few samples of
the new sound are presented, it is difficult to assess to
which class the signal will belong. On the other hand,
since each sound signal lasts for a rather long time, the
EM algorithm learns that the class node tends to re-
main constant to a given class, and it is unlikely that it
changes.

Anomaly Detection in Time. In the experiment de-
picted in Fig. 8 we tried to verify if the Bayesian network
is able to identify anomalies in time (i.e., unusual patterns).
This is interesting in that it complements the detection of
the anomalies in space previously described. In the figure,
it is possible to see an anomalous pattern in the time inter-
val 190-210. The triangle plot (light gray) shows the log
likelihood of the classification. Similarly as before, sensors
conduct a t-test (H0=[log-likelihood=0], p < 0.01) on the

Figure 7. Result of the classification process

Figure 8. Anomaly detection in time

moving average of the likelihood (with a sliding window
of 15 samples) to accept the readings as belonging to the
model or to refuse them as anomalous. Anomalous interval
readings are readily identified and reported in the plot.

3.3 Simultaneous Calibration and Classi-
fication

An important advantage of using Bayesian networks as a
macro programming language is that their graphical model
naturally supports high-level composition. For example the
calibration and classification networks can be easily inte-
grated by merging together the two sound nodes. In this
way, the network calibrates and classifies at the same time.
This naturally leads to some advantages:

1. In general, composition of Bayesian networks leads to
a modular approach in macro programming. This is
useful in that modules can be tested and learned sep-
arately and then tied together. Learning the modules
separately can greatly ease the learning process and
improve performance [6].



Figure 9. Simultaneous Calibration and clas-
sification

2. By combining together calibration and classification, it
is possible to detect both spatial and temporal anoma-
lies. Moreover, it could also be possible to detect
space-time anomalies, i.e., signals that appear normal
in time and space separately, but not if considering
space and time relations together. We still did not ex-
periment with such a situation, but if this idea will be
confirmed, it would be an interesting “emergent” prop-
erty of the model [11].

The result of the combined classification and calibration
is depicted in Fig. 9. Both the two graphs refer to the same
sensor. The top graph has been recoded at the beginning of
the experiment. It is possible to see that un-calibrated biased
measures trash the performance of the classifier. This is
rather obvious, in that the classifier receives a sound with a
volume different from the one used in the learning process.
The bottom graph has been recorded after some time. Here
calibration compensated the bias and classification provides
again good results.

4 Conclusion

In this paper we illustrated the idea of using Bayesian
networks as a macro programming language to program
distributed systems like sensor networks. While most of

the proposals in macro programming languages focus on
spatial issues only (e.g., select components in a specified
spatial region), Bayesian networks can deal with tasks
not directly related to spatial concepts, but related to
data analysis and inference (e.g., let sensors calibrate and
classify signals).
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